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Summary
From the roundtable discussion, a number of 
common, security-related themes emerged:
•	 The industry has experienced growing pains, 

but “the sky didn’t fall” when recreational 
cannabis was legalized.

•	 There is a need to streamline rules and regula-
tions across the country.

•	 Health Canada and the provinces should hold 
more consultations with the industry.

•	 Cannabis companies are spending huge 
amounts of money to comply with regula-
tions.

•	 Canada is leading the way when it comes to 
the cannabis industry.

•	 The industry is heading in the right direction
There was consensus among the profession-

als that some of the security regulations imposed 
on the cannabis industry, while understandable 
and to be expected when the industry was in its 
infancy, are too stringent, are inconsistent and 
offer being interpreted differently by regulators.

The room of cannabis security experts un-
derstand that cannabis is a regulated industry 
and there is a need for regulations, but that gov-
ernment set the rules based on information that 
was available at the time. Furthermore, there 
now needs to be more consistency across the 
board. They suggest that Health Canada offi-
cials meet with cannabis industry security pro-
fessionals to establish solutions that make more 
sense for the ever-evolving market and licensed 
producers popping up across the country.

It was also pointed out that when it comes to 
transporting and shipping product, the canna-

bis industry often follows rules that are tough-
er and more restrictive than those imposed on 
the pharmaceutical industry which, in most in-
stances, is transporting drugs that are inherently 
more dangerous.

Overall, the roundtable participants ex-
pressed a desire for more interaction with gov-
ernment and a desire to be consulted by Health 
Canada and provincial regulators on issues af-
fecting the industry. They expressed a need to 
come up with solutions that are fair and will al-
low the industry to thrive Here are some ques-
tions that were addressed during the roundtable 
discussion:

What challenges has the industry 
faced since recreational cannabis 
became legal?
The security professionals indicated the indus-
try has faced a number of headwinds since rec-
reational cannabis became legal and, as a result 
there will be more consolidation in 2020. Con-
sumer confidence has also waned somewhat due 
to lack of available product. Regulations, mean-
while, are interpreted and applied differently 
across the various provinces, regions and munic-
ipalities – and even from inspector to inspector.

Ken Doige, CannTrust, believes there are some 
real inconsistencies in the rules, but the indus-
try deserves to be commended because while a 
lot of changes were introduced on the regulatory 
front the industry has complied and made sure 
that facilities are secure and that people working 
in them are reputable.

On January 22, Cana-
dian Security host-
ed a roundtable dis-

cussion on cannabis security 
at its Toronto, Ont. Office.

The event was attended 
by security experts from the 
industry as well as vendors 
from companies that sell 
surveillance products to the 
industry. The purpose was 
to give the security experts 
in the cannabis market an 
opportunity to share their 
thoughts on the industry, 
talk about rules and logisti-
cal issues and exchange best 
practices. Over a period of 
two hours, participants dis-
cussed everything from the 
latest technology and proce-
dures to processes and gov-
ernment regulations.

The event was moder-
ated by Neil Sutton, editor, 
Canadian Security, and it 
marked the first time that 
a group of security pro-
fessionals in the Canadian 
cannabis industry have sat 
in the same room to share 
best practices. Those in at-
tendance, included:

•	 Paul Baziuk, senior ac-
count executive, Johnson 
Controls

•	 Ken Doige, vice president 
security, CannTrust

•	 Charles Ethier, security 
services director, Garda-
World

•	 David Hyde, security 
consultant and founder 
and CEO, Hyde Advisory

•	 Mike Jamieson, CEO, 
Raytec Systems

•	 Dave Scott, regional sales 
director – Ontario, Pivot3

•	 Brandon Smith, direc-
tor, global infrastructure 
security, Canopy Growth 
Corp.

•	 Mike Soberal, senior di-
rector, corporate security, 
Aurora Cannabis

SECURING CANNABIS: 
A Canadian Discussion
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“I think first of all that the last year or so has 
shown that the boogeyman didn’t arrive when 
recreational cannabis became legal,” he told the 
roundtable, “and I think our culture, our soci-
ety, our country is starting to understand that 
the sky didn’t fall and that crime hasn’t risen sig-
nificantly as a result of it.”

David Hyde, Hyde Advisory, asserts there 
was a feeling that the industry would have been 
ready for the roll-out of recreational cannabis 
but there was a lot of regulatory change, so it was 
a relatively rocky start. The supply chain didn’t 
open up in places like Ontario and B.C., he said, 
due to lack of stores, which caused challenges, 
and regulatory issues hit the news so investor 
and consumer confidence waned. Hyde expects 
a better year, but figures there’s going to be a lot 
of consolidation and distressed asset sales, as 
many of the mid-sized companies won’t make it.

In the early days, notes Dave Scott of Piv-
ot3, everybody was just trying to build a facility, 
be in compliance and get their licence, so they 
weren’t as focused on their business model and, 
as a result, with those types of activities being 
the main goals, no one talked too much about 
business efficiencies. Consumers wanted prod-
uct, but in the supply chain producers were hav-
ing product turned back due to quality issues, 
he recalls. Retail stores had agreements with 
licensed producers, but they were unable to fill 
the orders.

For Charles Ethier, GardaWorld, the roll-
out of recreational cannabis put companies that 
provide security products and services under the 
gun because they had to deliver on multiple proj-
ects at the same time. There was a “rush to the 
gates” type of mentality in order to be compliant 
and security companies were under a lot of pres-
sure to deliver systems that were operational in 
such a short amount of time, he said. Companies 
also had to juggle different vendors and suppliers 
and changing plans, he said, and had to make sig-
nificant adjustments to be compliant while main-
taining the highest level of security.

Mike Soberal, Aurora said the industry 
is moving in the right direction but there are 
inconsistencies between regions, provinces, 
towns and even between different inspectors. 
In some instances, he’s had an inspector ap-
prove of work being done, only to have another 
one come in later and question the procedures. 
He suggests that Health Canada meet with 
security experts in the cannabis industry and 
work together to come up with regulations that 
are detailed, specific, clear and consistent and 
not open to interpretation. He would like to see 
the rules relaxed a little bit as cannabis is noth-
ing like fentanyl or oxycontin.

As for Paul Baziuk, Johnson Controls, he 

says it has been frustrating for cannabis retailers 
because they’ve spent a lot of money to com-
ply with strict rules, some of which don’t make 
sense, and they’re interpreted differently.

“On the retail side,” Baziuk adds, “you have 
inspectors going in that will pass a location but 
another inspector will come in and say, ‘I want 
a camera in your hot water room.’ It just throws 
the end users for a loop. Why do you want a 
camera in a hot water tank room? But unfortu-
nately their hands are tied. They have to put a 
camera in there.”

Mike Jamieson, Raytec said there appears 
to be some improvement in how the regulations 
are interpreted.

“In the last year or so, we’ve really noticed 
that the designs we do are pretty much accepted 
now across Canada, with the exception of some 
weird thing like you need to have a camera in a 
place where you never had one before. Gener-
ally speaking, we’re seeing it be a little bit more 
consistent right across the board.”

For Brandon Smith, Canopy Growth Corp., 
one improvement has been the allowance of one 
security clearance holder per site. In the past, se-
curity clearances were needed for each licensed 
area or room. However, “just having one per 
facility has definitely done lots on our end,” he 
told the roundtable.

How have the changes been 
implemented?
The consensus among security professionals 
was that, in the beginning, many of the rules 
were too strict and interpreted differently. Now 
that recreational cannabis has been legal for 
some time, there’s a sense that the trend is going 

I’ve had the luck 
of working on this 

segment for
about four years 

now. In the last year, 
we’ve seen significant 
growth and an influx 

of requests from
customers as well as a 
positive response from
customers that have a 
greater understanding 

of their security 
requirements.” 

– Charles Ethier, 
GardaWorld

Charles Ethier, Director, Major Accounts, 
Security Systems, GardaWorld



 CanadianSecurityMag.com 4

in the right direction, although there are still is-
sues and participants felt it would be helpful for 
Health Canada to work more closely with the 
industry on the rules so it works for everyone.

According to cannabis security consultant 
David Hyde, oversight of the industry started out 
very heavy-handed, whereby, for example, the 
vaults used to store cannabis products resembled 
bank vaults or high-level narcotic vaults.

Over time, there have been some dispensa-
tions such as making the vaults into secure stor-
age areas and reducing camera requirements 
within cultivating areas, he noted. Growers 
had to blanket growing and vegetating areas 
and mother and clone rooms with cameras 
and motion detectors, but there has been some 
“right-sizing” and requirements were lessened 
to having cameras only at entry and exit points.

A good move by Health Canada was bring-
ing an organizational security plan (OSP) into 
play to address personnel and procedures and 
security awareness training, although, he said, it 
still means different things to different people. 
The department is presently reviewing the situa-
tion and announcements are anticipated.

For Brandon Smith, Canopy Growth Corp., 
regulations governing video footage and how 
long tapes have to be stored are issues that still 
need to be addressed, but he echoed sentiments 
that regulations have come a long way. He said 
rules around OSPs have to be solidified so the 
industry can work towards that.

Mike Soberal, Aurora, indicated that regu-
lation of the industry is trending in the right di-
rection, but a requirement to keep video footage 
for a year is overly excessive as the data takes up 
a lot of space on servers.

Another issue, he said, is that regulations 
state a producer has to have a head of security 
and alternate head of security but anyone can 
serve in those roles, even if they don’t have a 
security background. If someone is going to be 
named head of security, he said it only makes 
sense for them to have a security background.

How has the security industry adapted 
to regulation changes?
In the beginning, it was frustrating because the 
industry was in its infancy and in such a rush to 
get off the ground that they were just worried 
about getting the doors open and not so focused 
on the details.

Often, said Dave Scott, Pivot3, someone 
from within a group was appointed as head of 
security, which was frustrating to security ser-
vices firms, because the individuals didn’t un-
derstand the advice they were being offered.

Mike Soberal, Aurora said Health Canada 
should have consulted with the security indus-
try at the outset as professionals in the industry 
understand how to secure buildings and prod-
uct and protect people.

While things are trending in the right direc-
tion, he believes the roll-out would have gone 
smoother had government recognized the ex-
pertise in security. Now, governments and the 
provinces need to listen to each other and the 
security and cannabis industry to bring normal-
ization across the board, he said.
Ken Doige, CannTrust, agrees that a more 
collaborative approach is needed with Health 
Canada and other regulatory bodies, and even 
working with municipal governments with re-
spect to permitting and licensing issues. He 
wants government and security professionals to 
look at harmonizing the various rules and regu-
lations as they pertain particularly to provincial 
and federal legislation and regulations.

It can be confusing, he pointed out, because 
retail stores in Alberta need a secure storage 
room or vault which costs about $100,000 to 
build, while in Ontario sometimes it’s just a 
door or a pass-through window.

While attitudes are changing, Charles Ethi-
er, GardaWorld, believes the challenge security 
professionals face these days is coming up with 
integrated systems that make sense, and work 
for the customers, the end-users and the indus-
try in general, as opposed to just installing a sys-
tem to comply with regulations.

According to Paul Baziuk, Johnson Con-
trols, industry professionals have learned a lot 
and, in some aspects, could now teach Health 
Canada and inspectors about best practices and 
technologies to find efficiencies.

As an example, he now advises clients to 

I think in the early 
days, it was all about 

compliance
and how fast you 

could get there. 
People weren’t

really looking at 
business needs, risk 

analysis and
how resilient and what 
kind of fault tolerance 
their equipment could 

allow.” 
– Dave Scott, Pivot3

Dave Scott, Regional Sales Director, 
Ontario, Pivot3
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move services to the cloud so professionals at a 
central station can handle things like video from 
security cameras, instead of a security guard or 
staff member.

 
What kind of security technologies are 
expected to be used in the future when 
it comes to cannabis-related facilities 
like LPs and retailers?
Security industry professionals indicated that 
there are plenty of technologies available to pro-
tect buildings and product, but Health Canada 
has to be more open to accepting new technolo-
gies that are proven to work.

Mike Jamieson, Raytec, said the security 
industry often takes its cue from what’s been 
successfully used in other fields like corrections 
and adopts the technology – and the cannabis 
industry is no different.

“At the end of the day, it’s a perimeter, it’s a 
building. It’s just different rules.”

One of the problems, though, said Mike 
Soberal, Aurora, is that regulations are based 
on securing a building and don’t account for 
securing the perimeter of a 400-acre parcel of 
land. He said technology such as ground sensors 
need to be considered so Health Canada must 
be open to that.

Biometrics for identifying personnel at a site 
are also readily accepted in the security industry 
but it is incumbent on Health Canada to be ac-
cepting of that as a security tool in the cannabis 
industry, he noted.

Soberal questioned why guidelines are not 
clear on, for example, whether and for how long 
a producer is required to keep video from a cam-
era aimed at a vacant hallway. His interpretation 
is that the camera can be activated when there is 
motion but another person could interpret that 
it has to always be active.

What’s missing, said cannabis security con-
sultant David Hyde, is the ability to take new 
and emerging approaches, technologically, that 
may be challenged a little bit in the literal inter-
pretation of a regulatory prescription, and put 
it in a way that Health Canada will understand 
– and then sell them on it.

The people getting it right, he said, are the 
ones that find technology that works, then de-
scribe it in a way that Health Canada will under-
stand because they are flexible if it fits with the 
regulatory  prescriptions.

Dave Scott, Pivot3 said the industry should 
be aware that, in addition to taking up storage, 
the problem with technology like cameras is 
that they can go offline and a company could be 
non-compliant if it doesn’t have a backup plan. 
Often, companies don’t even know which cam-
eras are  connected to each unit, he noted.

The issue is complex and there are a lot of 
moving parts when it comes to storing data and 
ensuring systems are backed up, said Charles 
Ethier, GardaWorld, so it’s important for secu-
rity to understand there are several elements – a 
drive, server-rack, server or camera system – 
that could fail or lead to non-compliance, so it 
all has to be integrated and operating as part of 
a complete security plan.

Paul Baziuk, Johnson Controls, said the 
cannabis industry has to be fair to government 
inspectors because for a long time “they’ve been 
drinking from a fire hose” and security profes-
sionals have been educating them along the way, 
and they’ve been agreeing to certain changes 
and passing the word around.

Ken Doige, CannTrust provided a word of 
warning, noting that producers and retailers in 
the cannabis industry must be wary of going for 
the lowest-cost fix because it often doesn’t get 
the job done. It’s more about finding strategic 
partnerships and right fit, he said, but also about 
“right-sizing the solution” perhaps via cloud 
storage, for example.

What are the challenges around the 
transportation of cannabis throughout 
the supply chain and to the market 
itself?
The rules around transportation are not con-
sistent, according to security professionals. 
One participant said it’s a “dog’s breakfast” be-
cause there really are no established regulations 
around transport.

Brandon Smith, Canopy Growth, said his 
company has teamed up with Brink’s to handle 
all of its national transportation needs and the 

In the last year or so, 
we’ve really noticed 
that the designs we 
do are pretty much 

accepted now across 
Canada, with the 

exception of some 
weird thing like you 

need to have a camera 
in a place where 

you never had one 
before. Generally 

speaking, we’re seeing 
it be a little bit more 

consistent right 
across the board.”

– Mike Jamieson, 
Raytec Systems

Mike Jamieson, CEO, Raytec Systems Inc.
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arrangement has worked out well. He points out, 
though, that cannabis companies need to have 
the right national partner, one that has the abili-
ty to grow and expand with them.

With valuable shipments being sent across 
the country every day, Charles Ethier, Garda-
World said a problem with using transportation 
like armoured vehicles is that it substantially 
adds to the end-cost of the product so, in future, 
those in the cannabis industry might be wise to 
consider such technologies as tracking devices 
or GPS, or rely on security companies that spe-
cialize in tracking shipments.

Paul Baziuk, Johnson Controls, said trans-
portation of product is an important issue and 
companies should be talking about it as there 
may be issues those in the industry are not aware 
of, one being that drivers are usually not trained 
in counter-surveillance techniques to ensure 
they’re not followed on a delivery.

While there really are no well-known regu-
lations around transport of cannabis, security 
consultant David Hyde said that licensed pro-
ducers are responsible when it’s being shipped 
to an end destination, so they do need to care. In 
his consulting practice, Hyde said he’s seen ev-
erything from do-it-yourself transportation to 
national contracts used by major players in the 
industry with a high level of organization.

A pressing issue, he said, is that product is of-
ten delivered on a just-in-time basis so cannabis 
companies routinely have to call a carrier to get 
it off their dock quickly, while another concern 
is that contractors are routinely subcontracting 
their hauls to other companies and there’s often 
no record of that.

He maintains there is a need for a more uni-

fied approach and noted that incidents of car-
go thefts, in general, are increasing so canna-
bis companies must benchmark their security 
against what’s happening.

Mike Soberal, Aurora also spoke about the 
need for clearer rules around transportation. As 
an example, he noticed that one day on his load-
ing dock there was a crate full of pre-packaged 
medical marijuana set to be picked up by Cana-
da Post and shipped to customers, and just five 
minutes later, a similar shipment of product was 
being shipped from the dock to another of the 
company’s facilities via armoured car.

For Ken Doige, CannTrust, the Achilles heel 
of seed-to-sale for cannabis is the transport, 
as they can be hijacked. However, he warned 
against going overboard and suggested that se-
curity professionals in the cannabis industry 
work with government to look at best practic-
es that can be established before the hammer 
comes down.

What security challenges do cannabis 
retailers face and how are they being 
addressed?
Security professionals in the cannabis industry 
often must deal with different rules, depending 
on the municipality or province. The consensus 
of the roundtable was that the provinces need to 
meet and consult with security experts in the can-
nabis industry and set standards that make sense 
across the board.

It is literally down to individual municipal-
ities to regulate cannabis sales and it would be 
more helpful if the provinces sat down and come 
up with standardized security requirements for 
retailers, explained Mike Soberal, Aurora. “That 
foundation needs to be set first” in consultation 
with the industry and then come up with a plan 
that’s reasonable for the stores. There’s a great op-
portunity there to sit down with the major retail-
ers and come up with a base foundation and then 
build off of that.”

A prime example of a rule that makes no 
sense from a security perspective is in Alberta 
where retail stores that sell cannabis are required 
to have coverings on windows which essentially 
prevent police and others from seeing into the 
stores, creating a perfect screen for thieves, said 
Ken Doige, CannTrust.

“They have all kinds of time to fill their bags 
and pockets, injure employees. This is a disaster 
waiting to happen.”
Paul Baziuk, Johnson Controls told the roundta-
ble that a robbery occurred in Edmonton recent-
ly. The windows of the store were smoked glass. 
Thieves cased out the store, subdued the clerk and 
stole goods.

According to cannabis security consultant 

On the retail side, 
you have inspectors 

going in that will pass 
a location but another 

inspector will come 
in and say, ‘I want a 
camera in your hot 
water room.’ It just 

throws the end users 
for a loop. Why do you 

want a camera in a 
hot water tank room? 

But unfortunately their 
hands are tied. They 

have to put a camera 
in there.” 

– Paul Baziuk, Johnson 
Controls

Paul Baziuk, Senior Account Executive, 
Johnson Controls Inc.



 CanadianSecurityMag.com 7

David Hyde, in the beginning many retailers 
were in a rush to get their outlets open and only 
did the bare minimum that was necessary and 
didn’t take consequences into account.

Stores need to address exposure points such 
as when employees are leaving work or taking 
out the garbage, he said. Meanwhile, in plazas 
thieves often break-in through a roof or next-
door unit so security regulations should be 
geared to address that, but that’s a “glaring hole” 
that’s often neglected.  

The bottom line, said Dave Scott of Pivot3, is 
that the level of security often boils down to the 
value of the product being protected and many 
retailers won’t think about better systems until 
something happens.

Does the introduction of edibles pose a 
new security challenge?
The introduction of edibles does not pose much 
of an additional security challenge, according to 
most of the experts at the roundtable. There were 
some concerns expressed, however, that com-
panies that make edibles might have to look at 
added security measures where some preparation 
activities are taking place.

Mike Jamieson, Raytec said as with any food 
product tampering can be an issue. In the last six-
month period, Raytec has been asked to provide 
a lot of quotes for more lighting in assembly areas 
and around machines.

Cannabis security consultant David Hyde 
said there may be some security issues due to the 
fact edibles have resulted in more people being 
brought into facilities who have consumer goods 
packaging expertise, so there’s a security issue 
there and it also must be determined who is re-
sponsible for overseeing that.

Health Canada is trying to figure out how to 
deal with rooms where cannabis 2.0 activities like 
mixing are taking place, he said, and may want a 

higher level of security so that might be an issue 
down the road.

From a production perspective, edibles may 
add complexity to the manufacturing process, 
but apart from adding a few more cameras along 
the processing lines it doesn’t seem like a big se-
curity concern, said Mike Soberal, Aurora, as 
edibles are just another SKU in the product line 
and transportation of product will be no differ-
ent than what’s in place now.

Brandon Smith, Canopy Growth, said a fa-
cility that makes and stores edibles will need a 
licensed secure storage area because the product 
is left behind, and also when dealing with bever-
age lines and mixing tanks companies will have 
to account for blind spots so coverage becomes 
more challenging.

How is the industry dealing with 
cybersecurity threats and concerns?
Cybersecurity and information security is one of 
most challenging aspects of security right now, 
not just in the cannabis industry but across the 
board, according to those at the roundtable. The 
professionals feel there needs to be clearer regu-
lations around the security of data and informa-
tion, especially when it comes to storing video 
footage that is collected and stored on networks 
by cannabis companies.

Mike Soberal, Aurora, said there are stan-
dards and regulations in place to address medical 
data kept by companies, but Health Canada has 
left a “glaring hole” when it comes to regulations 
around customer information that is kept on the 
networks of companies in Canada. While there 
are guidelines, he said there is no regulatory body 
that dictates how corporations must regulate 
their networks.

Cannabis Security consultant David Hyde, 
believes an often overlooked point is that there 
is privacy legislation in Canada (PIPEDA) that 

I think first of all 
that the last year or 
so has shown that 

the boogeyman 
didn’t arrive when 

recreational cannabis 
became legal, and I 

think our culture, our 
society, our country is 
starting to understand 
that the sky didn’t fall 
and that crime hasn’t 
risen significantly as a 

result of it.” 

– Ken Doige, CannTrust
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outlines what companies are required to do if 
they experience a data breach that touches on 
private information, but he doubt that cannabis 
companies have their heads entirely around the 
issue.

The other issue is the question of what is per-
sonal information, he said, because video of an 
employee might be so the issue is how compa-
nies are safeguarding such video footage. Can-
nabis companies, he said, must do a risk assess-
ment to determine what’s regulated and what’s 
just good business, but “I don’t see a lot of li-
censed producers taking a very mature approach 
to IT and cyberrisk management at this point.”

Ken Doige, CannTrust, said the company 
has taken a number of steps to secure its net-
work, including having dedicated fibre lines to 
facilities that are pushing access control video 
to the cloud. It’s a matter of business resiliency 
and continuity as to how a business secures its 
information network and its important for com-
panies to work with their IT team to ensure ev-
erything is buttoned down, he said.

Paul Baziuk, Johnson Controls said it’s im-
portant for those who work in the cannabis in-
dustry to be aware that allowing employees to 
plug electronic devices that are not secure into a 
company network could result in real problems, 
as the device could communicate or stream 
information to outside sources. He suggested 
companies do more diligence on the product or 
company that manufactures a device.

The traditional thinking was that securi-
ty threats were going to come though a gate 
or door, but that has been turned on its head, 
noted Dave Scott, Pivot3, and now the threat is 
coming from a remote location where hackers 
get access to a network cable or camera system 
through a port and steal information.

Cybersecurity and information security is 
definitely one of most challenging aspects of se-

curity right now, said Brandon Smith, Canopy 
Growth, But at the end of the day it’s about pro-
tecting the end-points of a business operation. 
As a result, Canopy Growth does a lot of staff 
training and tests staff with phishing emails. Staff 
also go through training every three months to 
get recertified to use their email.

 
How does the cannabis experience in 
Canada compare to what is happening 
in the U.S.?
Canada has led the way in the cannabis industry 
and other countries can learn from the experi-
ences here, the security professionals said.

Mike Soberal, Aurora, said Canada rolled 
out the industry in the right way with federal 
regulations which established a baseline, but the 
challenge now is to get regulations streamlined 
across the country.

In the U.S., regulations are state by state and 
county by county, which causes problems, he 
said. In Las Vegas, for example, there may be 
five different interpretations of whether a fence 
is needed around an operation.

Brandon Smith, Canopy Growth, said it’s a 
challenge when building out stores in the U.S. 
because regulations are so different in each state. 
There is also the added challenge of trying to 
figure out what the rules might be if the federal 
government takes over.
For Mike Jamieson, Raytec, it’s been much eas-
ier to work in Canada’s industry although there 
are still issues. He noted that the licensing pro-
cess is very expensive in the U.S. and the approv-
als process is difficult.

The perspective of Charles Ethier, Garda-
World is that Canada is leading the way, but the 
security industry should collaborate and share 
experiences and knowledge in order to still im-
prove the situation here.

Paul Baziuk, Johnson Controls gave an ex-

$10.30
Average price of 
legal cannabis 
between October and 
December 2019; an 
increase from $9.69 
per gram the year 
before.

$5.73
Average price of illegal 
cannabis per gram 
in that same fourth 
quarter; up from $6.44 
per gram a year earlier

$7.88
Cost per gram for legal 
cannabis in Quebec; 
the lowest in Canada
$6.21 and $4.90
Cost per gram 
in Ontario and 
New Brunswick, 
respectively, for illegal 
cannabis - the highest 
and lowest costs by 
province in Canada

400
Cannabis retail stores 
in Canada

5% 
of Canadians live 
within 10 km of a 
cannabis store. 

Source: Statistics Canada

BY THE 
NUMBERS
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ample of the difference in the mindset between 
Canada and the U.S. He said it’s still difficult for 
Canadian executives and security professionals 
who work in the industry to travel to the U.S. 
and there have been instances where such pro-
fessionals have been refused entry.

Security consultant David Hyde said that 
when he talks to industry professionals in other 
countries, he lets them know Canada did some 
things quite well, but also went down the wrong 
road on some issues. In spite of that, however, 
Canada is in a very unique place to export its 
expertise to the world, he said.

Ken Doige, CannTrust, said his perception is 
that it’s going to be difficult to change the rules 
in the U.S. now that the states have legislated the 
industry.

“They’re trying to build the boat while they 
sail it” he said.

Conclusion
Legalization of recreational cannabis has gone 
relatively smoothly and Canada should be 

commended for establishing a baseline of reg-
ulations. The roll-out of cannabis hasn’t turned 
into the Wild West, as some feared it would, 
with a spike in cases of impaired driving and 
psych wards filled with patients stricken by reef-
er-madness. Health Canada deserves a lot of 
credit for managing the roll-out effectively.

As with any new industry, though, the can-
nabis sector has faced growing pains. The main 
concern is that regulations governing the in-
dustry are different from province to province. 
There are inconsistencies with the regulations 
and they are very broad and open to interpreta-
tion. Regulations can be interpreted one way in 
Nova Scotia and another way in British Colum-
bia. There is room for improvement.

As the industry has matured, there has been 
some right-sizing of the security requirements 
but more needs to be done. Security profession-
als in the cannabis industry are suggesting that 
a meeting be arranged with representatives of 
Health Canada so they can put forward their 
case for relaxing some of the rules.

David Hyde, Hyde 
Advisory, believes 

licensed producers 
are responsible for 
the cannabis when 

it’s being shipped to 
an end destination, 
so they do need to 

care. In his consulting 
practice, Hyde said 

he’s seen everything 
from do-it-yourself 

transportation to 
national contracts 

used by major players 
in the industry 

with a high level of 
organization.
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Q:	 What services do GardaWorld offer 
	 the cannabis market?
A: 	 GardaWorld is well-positioned as being the only 

purely private security company that can provide 
services for the whole supply chain from bringing 
in clones all the way up to transporting the finished 
product and consumable products for transportation 
to 3 PLs (third-party logistics companies), as well as 
to extraction facilities and ultimately to the retail sites 
as well. Our services are tailored to the customer's 
need as well as the producer's and extractor's. 
We have physical security, staffing, transportation, 
guarding which is one of our big segments, and 
newly added to the family is the electronical security 
division. We have an open mind and provide 
complex, integrated system solutions for cannabis-
compliant licenses.

Q: 	 How have you seen the cannabis security market 
grow over the past 12-18 months?

A: 	 I've had the luck of working on this segment for 
about four years now. In the last year, we've seen 
significant growth and an influx of requests from 
customers as well as a positive response from 

customers that have a greater understanding of 
their security requirements. So, we did see almost 
a 200-per-cent spike in the electronical security 
divisions. We noticed some significant improvement 
in all market shares.

Q: 	 What specific pain-points are you hearing about 
from clients in the cannabis market, including 
licensed producers?

A: 	 We are kind of stuck in-between the consultant and 
the end-user – being the licensee or the application 
licensees – and we try and provide as complex and as 
flexible solutions while trying to keep the cost down 
to a minimum. The budget streams and the cash flow 
has somewhat dried up in the last couple of months 
and we've seen that, over the course of the process, 
the license applications are quite long so they do have 
to operate without any revenues for 18 to 24, even 
36 months sometimes. Physical security obviously 
has a very big impact on the budget whether it is 
operational or capitalization. That is, in a sense, the 
pain point that we struggle with because customers 
don't want to spend money but they want the best 
for it while thinking of just meeting the minimum 
requirements. So, it's a complex challenge for us to 
struggle with.

Q: 	 What are the future opportunities for Canada’s 
cannabis sector?

A: 	 I'm 41 years old, but never have I seen a new business 
boom from the start and to be able to literally grow, 
pun intended, that vertical up to a standard where 
other countries and government regulators are looking 
to see what we do, what we don't do good, what we 
do best, and what we can do to improve this sector 
which, I think, will be flourishing for the years to come.
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Securing 
the cannabis 

value chain

As a national, fully integrated 
security services provider, 
GardaWorld is uniquely positioned 
to provide best-in-class, end-to-end 
security solutions throughout the 
cannabis value chain.

• Risk assessment and security consulting
• Production site surveillance
• Secure Ground and Air Transportation
• Security systems and electronic surveillance
• Retail environment security
• Staffing services
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Q: 	 What types of solutions does Johnson Controls 
provide to the cannabis market in Canada?

A: 	 We are an experienced, full-service provider and 
integrator of fire, security, HVAC and building 
automation products. Our footprint is global, but 
in Canada it is from coast to coast. We have many 
resources in every province to supply, install and 
program each of those systems, whether it’s fire, 
security, HVAC or building automation. Within our 
company we have a lot of resources that have 
great experience with many products. We can be 
transparent with a client on what works and what 
doesn’t work for their solution.

Q: 	 How are you helping cannabis facilities and 
retailers with the challenges they face today?

A: 	 We sit down with them to discuss the design 
of the system. We get their input and find out 
which products they like to use because it’s really 
important for the end-user to be comfortable with 
the product. Otherwise, they’re going to hate it and 
they won’t use it or they’ll wind up replacing it. We 

do the installation, the service, the programming, 
and lastly, we manage the services so we take 
some of the responsibilities off of them and we 
do it in-house. This allows companies to focus on 
their core business, which is selling and delivering 
cannabis products in Canada. Some of the other 
services we do for them are the administration on 
the access system, making sure the video system is 
working, that there’s no video loss, and giving them 
an audit report of all of those systems on a weekly or 
monthly basis.

Q: 	 What is the scope of the market for security 
advisors?

A: 	 There’s huge opportunity because some of the big 
clients have a national footprint so it’s important for 
to them to have a service provider in each of their 
markets that has the ability to respond quickly. It’s 
very important. These clients cannot wait five days 
or 10 days for a service technician. It pretty much 
has to be the next day or the same day. So, there are 
huge opportunities for security integrators that are in 
this market to grow.

Q: 	 Are there any lessons to be learned from the short 
time that recreational cannabis has been legal?

A: 	 Yes, communication is key. You have to be 
dedicated. You have to have a team internally and 
also a team on the client side where the players 
are well known. You almost become like a family 
where you’re communicating with them by phone, 
by email, by text message, on a daily or hourly basis. 
So, it’s important that the players on each side are 
dedicated and staying in communication.
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Q:	 What do you bring to the cannabis market?
A: 	 What we bring to the cannabis market in Canada is 

an expertise in lighting for security and safety. We 
consider ourselves to be subject matter experts 
in security lightning in this vertical market. In the 
cannabis growing industry, perimeter lighting and 
interior lighting is very important. There are a lot 
of myths out there that infrared lighting affects the 
growing cycle and physiology of plants, which it 
doesn’t. We have letters from university professors 
that we can share with our customers that dispel 
these myths.

Q:	 Have you managed to solve any unique challenges 
to the cannabis market?

A: 	 Specific to cannabis, I would say a lot of it is, “How 
can we do this for the least amount of money?” 
There are also some beliefs that cameras with built-in 
illuminators will solve all the problems. They are very 
good for short distances, but especially outdoors or in 
the larger parts of the growing facility, they’re just not 
as adequate as they should be.

Q:	 What opportunities does the cannabis market 
present for your company?

A: 	 We have been involved in it from the very, very 
beginning, so even when it was medical there were 
still requirements for security lightning. What we’ve 

noticed now is the fact that, as it’s progressed over 
the last few years, it has become more standard. The 
inspectors have a better understanding of what’s 
expected, so we’re seeing it to be much easier to do a 
design around the regulations.

 
Q: 	 How are you working with integrators?
A: 	 If they’re an integrator that is brand new to the 

cannabis industry, then we realize we need to start 
right from the beginning to explain that there are 
regulations that can’t be taken as literally as they 
sound because they are too ambiguous. If they go by 
the basics of the regulations then their license will be 
rejected, and they will have to do some last-minute 
changes. What we do is show them designs going 
back years because what we do is a full design. In 
the regulation, it says “adequate lighting” but, for us, 
adequate lighting is basically a 10-page 2D and 3D 
lighting design that shows all the levels of illumination.

		  We’ll show them this is what gets accepted and  
this is what doesn’t get accepted and you have this 
opportunity now to do it or don’t do it. Generally, if 
they are new to it they’ll do it. We’ve done projects 
with integrators before on multiple sites and provinces 
and we’ve learned from the mistakes made and can 
pass on that experience to them.

Q: 	 Has it been a learning process as this product has 
got up and running?

A: 	 Absolutely. In Canada, it’s been fairly straightforward.
	 At the very beginning, if the licence didn’t get 

accepted, we would have to add additional lamps 
and cameras. It was just really mechanical. In the 
USA, and now in Columbia and Mexico, we’re 
finding it really is completely up to the individual 
putting together the specification to hope that they 
pass. So, we’ll take what we learned here, we’ll bring 
it to them, but they don’t always accept it and then, 
again, it’s a last- minute shipping of equipment to get 
their licence.
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Q: 	 How does Pivot3’s security solutions help cannabis-
related companies?

A: 	 Pivot3 is a software defined storage company. We 
take our software and apply it to Dell or Lenovo 
platforms X86 off the shelf hardware. What it allows 
us to do is offer a video backbone or ecosystem for 
any clients facilities so they can house their own video 
and scale it as required. We are also able to tolerate 
losses of servers and harddrives in a more risk adverse 
way than traditional NVRs”

		  With this we also have the ability to bring on 
other mission critical or business critical applications, 
so clients end up with one platform as opposed 
to having all these siloed servers to run various 
applications. This allows them to handle faults more 
easily without disrupting their compliance with 
Health Canada, which can ultimately lead to being 
shut down. 

Q: 	 What are some of the security challenges facing the 
cannabis industry?

A: 	 I think in the early days, it was all about compliance 
and how fast you could get there. People weren’t 
really looking at business needs, risk analysis and 

how resilient and what kind of fault tolerance their 
equipment could allow. Now that these LPs are up 
and running they’re looking at refreshes and higher 
cost. Overall we’re seeing the industry get into a more 
efficiency model where they can’t do what they did 
initially. They have to tighten up and they’ve started 
to look at migrating all their platforms on to one set 
of hardware to really bring down the price per gram 
to really be something that they can be profitable at. I 
think successful operations have started to look at the 
resiliency and their risk tolerance as a whole. LPs are 
realizing that they’ve got a lot of siloed applications 
that they’ve got to bring together. And, they’re 
starting to look at migrating to the cloud, although 
communication infrastructure is a problem for a 
lot of rural properties. They are also looking at how 
tolerant and how risk adverse they are if they start 
to lose things like power or video as far as staying in 
compliance with Health Canada. So, they’re starting 
to look a little harder at their systems as more and 
more facilities are beginning to get knocked or shut 
down for non-compliance. 

Q: 	 What does the future hold for LPs looking at 
improving their security posture?

A: 	 Everyone’s always questioned the requirement for 
keeping video for, initially two years and now one 
year. What we’re seeing, as we get into edibles and 
as we kind of go for more efficiency models, we 
are starting to see video used for business needs. 
Everyone’s kind of anticipating that the one storage 
rule may get relaxed, but there’s nothing really to base 
that on at this point. The one-year video retention 
seems very strong because, even after the reduction 
of two years to one, cannabis companies are still 
effectively running data centres – or they’re confused 
how to migrate it to the cloud.
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